
Increasing Cyber Risks in the 
Transportation Industry 

What They Are and How You Can Deal with Them 
 
The transportation industry — including trucking, freight forwarders, railroads, airplanes, 

automobiles, transit systems, boats, and even drones — is highly susceptible to costly 

cyber-attacks. There is a high degree of reliance on a wide range of third-parties all of 

which have their own IT solutions, creating multiple points of vulnerability.

According to the 2020 Ponemon/IBM report, the average total cost of a data breach in 

the transportation industry is $3.6 million. The average estimated probability of suffering 

a successful breach according to the 2020 ESI Thoughtlab report is 45 percent.

A successful breach of any kind of transportation system has a potentially disastrous 

impact both inside and outside of the industry, including creating problems across 

the entire supply chain — suppliers, retailers, distributors, and consumers. Because 

transportation success is so critically time-dependent and the supply chain is so deeply 

interconnected, any disruption that causes downtime for any piece of it creates a 

potential disaster for the whole system.
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The transportation industry has embraced technology at an increasingly rapid rate: 

GPS systems. Networks. Individual computers. Automation, including the increased 

use and reliance on autonomous vehicles. They’re all interconnected and each has the 

potential to be infiltrated, which means any company within the system may be held 

hostage with ransomware. The result can very likely be business interruption, exposed 

data and liabilities due to supply chain disruption.

As more control systems are brought online and more Internet of Things devices 

employed, more risk is created and more vulnerabilities will surface. The number 

of potentially disruptive events in the transportation industry has gone from 

around 800,000 in 2015 to 800 million in 2018, according to the American Trucking 

Association.

Malicious data breaches accounted for 27.1 percent of all incidents with an average 

loss of $330,000 per episode, according to a 2018 Wharton School study. That same 

study found that unauthorized data collection resulted in an average loss of $1.61 

million.

 COVID-19 Has Made the Problems Even Worse

The coronavirus pandemic has created multiple problems for a wide range of 

industries, most notably health care, hospitality and travel. But it has placed less 

obvious, but equally damaging, stresses on other sectors of the economy, including 

supply chain logistics. 

Supply chains need more resources than ever for manufacturers, transportation, and 

fulfillment. In turn, supply chain infrastructures must quickly respond to new market 

conditions. That means making new connections — and that may not be done as 

safely and completely as it might have been in less challenging times. 

Rapidly building new connections to satisfy new demands creates vulnerabilities in 

the supply chain itself—and that creates new opportunities for more and more cyber-

attacks.

The pandemic has made the U.S. more reliant than ever on having dependable, 

efficient supply chains. Diverting time or resources could harm both transportation 

companies and everyone who relies on them.

Over the first half of the 2020 pandemic year, cyber-attack activity has increased:

“The number 

of potentially 

disruptive 

events in the 

transportation 

industry has 

gone from 

around 800,000 

in 2015 to 800 

million in 2018, 

according to 

the American 

Trucking 

Association.”

Ransomware attacks jumped 148 percent (VMWare)

Phishing attacks are up 600 percent (KnowBe4)

16 billion records were exposed 

FBI and U.S. Secret Service issued alerts for growing threats on 
business email compromise and malicious email attacks
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Using unsecured personal devices for business or not using proper mobile device 

management protection (VPN, corporate wi-fi, etc.) has always been a potential 

problem. But that has been exacerbated with many employees working remotely 

using inconsistent network infrastructures and supports. The resulting confusion and 

inattention to protocols is what cyber criminals hope for and rely on.  

          Transportation is Responsible for a Significant   
          Amount of Sensitive Data

Transportation firms house data on every touch point in the logistics chain. They are 

responsible for vast amounts of valuable information cyber criminals would love to 

access — employee data, schedules, shipping logs, supplier information, customer and 

end-user data. 

The on-board information on every shipping vehicle from airplanes to trucks to drones is 

also susceptible to ransomware attacks.

As logistics has become more and more digitized and complex in an effort to 

become faster and more efficient, transportation has become far more attractive to 

cyber-criminals…and far more accessible. Like every major industrial sector, more 

transformation to digital processes means more risk. In transportation, that means 

monitoring physical and digital networked systems, more Internet of Things (IoT) devices 

online, and simply more of everything digital that requires attention.

Advanced Persistent Threats (APTs) represent a clear and present danger to the 

transportation industry. When ticketing and scheduling systems are breached, that can 

shut down hubs for hours or days. 

Manufacturers of primarily ships or airplanes need to be concerned about corporate 

espionage. According to the National Center for Manufacturing Sciences, 47 percent of 

malware aimed at manufacturers was intended to steal intellectual property and trade 

secrets.

                   The High Cost of Technology Risks 

Based on the Verizon 2019 Data Breach Investigation Report:  
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Motives for the attacks are overwhelmingly financial (as high as 
98 percent) and they are mostly the result of external attacks (68 
percent). 
 
 
Compromised data was for the most part personal (64 percent) and 

credentials (34 percent). 

There were 112 reported incidents against the transportation 

industry with a full 60 percent suffering confirmed data disclosure.
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Here are a few examples of cyber issues that have cost transportation companies lost 

revenue, lost opportunity, and hard cash for ransomware, breach response expenses, 

litigation, forensic accounting costs, and more.

Computer systems at Total Quality Logistics were compromised on February 23, 2020. 

Customer and carrier information was exposed and compromised carrier data included 

tax ID numbers, bank account numbers, and in some cases Social Security numbers. 

Breached customer data included email addresses, phone numbers, first and last names,   

and TQL customer ID numbers. 

TQL is now being sued by an unnamed trucking company alleging failure to “implement 

and maintain reasonable security measures over personally identifiable information.” The 

complaint alleges that as a result of the breach, hackers have accessed, “and in a growing 

number of cases” have used, compromised data to conduct fraudulent transactions.

J&M Tank Lines in Birmingham, Alabama was attacked twice within three months in 

2020. In April, the company’s computer system was hacked, leaving the carrier unable to 

process invoices or accurately pay drivers. It refused a ransomware demand for $250,000 

in Bitcoin and it took four nearly disastrous days to reclaim control of its data. A  second 

attack came in June, but this time the company was better prepared and resumed normal 

operations within seven hours. 

Cybercriminals have also abused container shipping companies and container port 

operators. By hacking into networked systems, criminals have been able to gain entry 

into cargo systems, redirecting containers, and worse, making them disappear off the 

grid. 

These problems potentially get worse. Back in 2013, a University of Austin student 

participating in an experiment aboard an $80M yacht managed to successfully trick the 

ship’s navigation system, steering the ship off course. In 2017, the U.S. Department of 

Homeland Security demonstrated that it could hack a parked commercial 757 aircraft 

remotely by exploiting its aircraft communications system. Granted, those tests were 

conducted a while back, but guarding against them is still an unsolved problem.

  What Are the Key Cyber Risks Facing the   
 Transportation Industry? 

“Transportation 

firms house 

data on every 

touch point in 

the logistics 

chain. They are 

responsible for 

vast amounts 

of valuable 

information cyber 

criminals would 

love to access 

— employee 

data, schedules, 

shipping 

logs, supplier 

information, 

customer and end-

user data.”

• Business interruption/downtime

• Missed opportunity loss

• Theft, loss, or unauthorized   

 disclosure of corporate personal  

 information

• Theft of proprietary corporate assets  

 (privileged contracts, confidential  

 data, intellectual property)

• Theft of customer information

• Access to personal information on  

 other organizations’ servers

• Theft or other damage   

 by disgruntled employees,   

 subcontractors, or vendors

• Corporate espionage by   

 competitors

• Access to a vehicle as a weapon 

• Access to truck payload(s) to steal  

 contents

• Prevent use of your websites or  

 information systems

• Having to pay ransom demands  

 under threat of cyber extortion
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Employee Exposure 

Errors by well-intentioned (but often under-trained) employees can cause serious 

harm, as can purposeful attacks by disgruntled, rogue employees. Phishing attacks are 

prevalent, especially now during the COVID-19 pandemic. Scams can range from the 

obvious “Nigerian Prince” attacks to falsified invoices from supposedly real vendors to 

what is known as “Spear Phishing”, which is highly targeted attacks that appear to be 

from a trusted source such as the company CEO.

Health Data Exposure

All transportation organizations have health care data stored for employees and 

independent contractors as well as being access points for third-party data. This information 

is highly regarded by cyber-criminals, even more so than credit card information.

Social Media Exposure

Furloughed, laid off or fired employees who have become disgruntled with the company 

may use their own social media accounts to defame their employer as well as distributing 

sensitive or even false information. While this may create a media liability risk, many 

cyber insurance policies will cover this exposure.

Corporate social media accounts can be hijacked to spread misleading claims about the 

organization. That could produce a negative image, especially if the company is publicly 

traded.

Potential Regulatory Exposure

Both the European Union’s GDPR (General Data Protection Regulation) and the CCPA 

(California Consumer Privacy Act) requires any company that collects and shares data 

to get user consent, provide transparency regarding use of the data, and protect that 

data. Penalties for non-compliance or breach of privacy are steep, so all companies, 

including the transportation industry, need to provide additional safeguards for sensitive 

information as well as update and monitor data collection, retention and removal 

protocols.

 How Prepared are Transportation Firms?

Are transportation companies ready to create and enforce actionable cyber security rules? 

Will they be able to act quickly should a cyber-attack occur? Will they be able to rapidly 

initiate an investigation? Deal with claims? Manage class action law suits?

The most recent Marsh/Microsoft Cyber Perception Survey showed that 2/3 of all 

respondents ranked cybersecurity as a Top Five risk management priority — but only 19 

percent expressed confidence in their organization’s ability to manage and respond to a 

cyber event. Only 30 percent have developed a plan to do so.

So, it’s safe to assume that the industry ranks no better and may even have lower numbers.

Small and mid-sized transportation companies may not see themselves as targets. That’s a 

key reason why many may have been reluctant to invest in the latest technologies, especially 

ones that can protect them from — or help them respond quickly to — cyber-attacks. 
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The threats to the transportation sector are complex and escalating. Despite this, 

many operators have still not taken adequate measures to protect their systems. They 

haven’t deployed Secure Shell or Transport Layer Security (TLS) traffic encryption for 

their communications nor do they employ role-based access control for employees and 

multiply the risk by providing high-level system access to vendors and partners.

 Preparing for and Managing Cyber Risk 

The first step is to identify sources of potential risk. This should include conducting audits 

to fully understand how employees access and use critical and sensitive data. The audit 

should determine who has access to information and critical systems, and examine 

existing capabilities for monitoring inappropriate system access and potential security 

vulnerabilities.

Next, institute formal, written policies on the use of corporate networks, and ensure that 

access to sensitive data is restricted only to parties that require it.

Here are a few ways all transportation companies can better prepare for the 

inevitable attack:

   

More good ideas for transportation firms:

“The most recent 

Marsh/Microsoft 

Cyber Perception 

Survey showed 

that 2/3 of all 

respondents 

ranked 

cybersecurity as 

a Top Five risk 

management 

priority — but 

only 19 percent 

expressed 

confidence in their 

organization’s 

ability to manage 

and respond to a 

cyber event. Only 

30 percent have 

developed a plan 

to do so.”

• Develop a comprehensive   
 cybersecurity plan in conjunction  

 with a cybersecurity professional.

• Employ Zero Trust A zero trust — or  

 earned trust —access model gives  

 you the ability to access controls  

 that limit the scale of any potential  

 OT system breach.

• User and Entity Behavior 
 Analytics detects and rapidly 

 responds to any abnormal behavior 

 threatening continuous and safe 

 operations.

• Educate employees, suppliers 
 and vendors Prioritize 

 cybersecurity education: 

 cybersecurity awareness 

 programs, cyberliteracy 

 programs and cyber hygiene 

 training. Cybersecurity is no 

 longer just an IT problem; it’s a 

 business problem. The weakest 

 link in any cybersecurity system is 

 people, not devices.  

• Create a culture of 
 cybersecurity. Make it a priority 

 for employees at all levels.

• Work with a specialist to 

 conduct a vulnerability 

 assessment.

• Develop and practice a 
 cybersecurity incident 
 response plan.

• Stay alert and adapt.

• Encrypt/ secure critical 

 technologies (laptops, 

 smartphones, tablets, portable 

 media devices) as well as emerging 

 technologies (wearable devices, for 

 example)  that can represent 

 significant data security threats.

• Train employees and others on   

 how to identify, avoid, and report 

 potentially malicious activity on 

 corporate networks.  

• Implement strong internal 

 controls, including resetting of 

 passwords every 90 days.
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 Why Cyber Insurance? 

The Council of Insurance Agents and Brokers (CIAB) calculates that the average breach 

cost nearly $4 million across all sectors. 

To help plan for and mitigate the risk of a cyber-attack, cyber insurance can serve as 

a means of protection on both the back-end to help cover the costs of a breach and 

also on the front end — outside consultants can help bolster cybersecurity and work 

with employees to help raise awareness of vulnerabilities and the importance of good 

cybersecurity practices.

There are still unanswered questions around regulatory enforcement and how 

organizations are prepared for investigations and claims of financial injury from 

consumers and the ever- creative plaintiffs’ bar, regardless of whether a security or 

privacy breach occurred. The cyber security insurance marketplace can help address 

this evolving risk with a number of carriers providing affirmative coverage for wrongful 

collection events (although the current cyber insurance marketplace typically requires a 

security or privacy incident trigger). 

•  Regularly review and update 

 firewalls and security patches.

• Institute secure file sharing,  

 advanced email and web filtering, 

 and create separate WiFi 

 networks for third parties.

• Closely monitor third party risk. 

 Assess the cybersecurity processes 

 of any third parties that access 

 or retain critical data. 

• Build favorable hold 

 harmless agreements into 

 contracts with third party 

  vendors, and establish procedures 

 to evaluate any third party service  

 providers (if applicable).

• Develop detailed data breach 

 response plans to help the   

 organization act swiftly, decisively, 

 and effectively.

•  Require employees working from  

 home to work through a Virtual 

 Private Network (VPN).

• Inquire about the data security  

 practices of current and potential 

 partner businesses.

• Ensure data security policies meet  

 industry standards are followed, 

 including storing confidential   

 information in encrypted form and 

 properly disposing of confidential  

 information that is no longer needed.

As always, preventive measures remain the best way to 

avoid losses, reputational harm, and legal liability that can 

result from cybercrime. Given the current crisis’s potential 

to spur an expansion in data breach liability, it is more 

important than ever for businesses to invest in common-

sense measures to protect sensitive information.
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“Lost income 

for small and 

mid-sized firms 

averaged $343K 

and the expense 

to recover systems 

and files cost an 

average of $45K. 

Equally as bad, 

there were an 

average of 280K 

records exposed 

to hackers, which 

produces a per-

document cost of 

$234 on average.”

Customized Policies for Transportation Firms

According to the 2019 NetDiligence Claims Study Report, which analyzes actual paid 

claims, small to mid-sized companies have been hit with an average of $178K per breach, 

with crisis services costing $112K and legal costs averaging $181K.

Lost income for small and mid-sized firms averaged $343K and the expense to recover 

systems and files cost an average of $45K. Equally as bad, there were an average of 280K 

records exposed to hackers, which produces a per-document cost of $234 on average.

Cyber insurance provides a number of solutions to respond to threats.  Marsh & 

McLennan Agency can design an insurance coverage that provides protection for loss 

and liability arising out of the use of technology and data in the transportation industry. 

First-Party Cyber Coverages 
 

Business interruption/Extra Expense: Reimbursement for lost revenue and expenses 

caused by a technology failure, computer system outage, or cyber-attack, with the option 

to include:

- Contingent business interruption resulting from a third-party/supply chain event.

- Internet of Things products/services used in distribution, inventory, and warehouse 

operations.

Information Asset Protection: Costs to recreate or reconfigure information and 

electronic data assets, with option to include cost to replace hardware or to rebuild 

systems.

Breach/Event Management: Costs for notification and investigation of privacy and 

security breaches, including legal and forensic services, with the option to include losses 

from unauthorized price alteration.

Cyber Extortion: Ransom and investigative expenses associated with threats to steal 

confidential information, introduce malicious code, corrupt computer systems, or hinder 

system access.

Third-Party Cyber Coverages

Privacy Liability: Failure to prevent breaches of confidential personal information — 

electronic or hard copy — or to disclose an event, with the option to include coupons, 

discounts, and goodwill payments in settlements and costs.

Network Security Liability: Actual or alleged failure of computer security to prevent or 

mitigate an IoT or computer attack.

Regulatory Defense: Costs to defend regulatory actions and for certain fines and 

penalties.

Payment Card Information: Fines and penalties for PCI industry settlements, fraud 

recoveries, chargebacks, and forensic investigations.
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          MMA is Ready to Help

Lost income for small and mid-sized firms averaged $343K and the expense to recover 

systems and files cost an average of $45K. Equally as bad, there were an average of 280K 

records exposed to hackers, which produces a per-document cost of $234 on average.

MMA takes a comprehensive approach to helping you manage cyber risk, taking your 

entire enterprise — operations, compliance, legal, finance, communications and IT — into 

consideration. After all, everyone in your company has a stake in keeping corporate data 

and customer information as secure as possible.

MMA provides proprietary solutions and best-in-class advisory services to help you 

understand your cyber risk, vulnerability and threats; measure your exposure with 

customized tools; and manage your cyber risk using our tailored insurance solutions, 

education and coaching programs, risk mitigation and loss prevention tools and 

response planning and performance improvement reviews.

To learn more, talk with your Marsh & McLennan Agency 
representative.

BUSINESS INSURANCE

EMPLOYEE HEALTH & BENEFITS

PRIVATE  CLIENT SERVICES

RETIREMENT SERVICES

SURETY

EXECUTIVE BENEFITS

RISK MANAGEMENT

CYBER LIABILITY

EXECUTIVE LIABILITY

TECHNOLOGY TOOLS

W E ’ R E  H E R E  F O R  Y O U

This document is not intended to be taken as advice 
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